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I. INTRODUCTION

John and Mary have been married for 10 years. Mary has begun to suspect that
John is having an affair. Rather than hire a private detective and take the risk that she will
be held accountable for any torts the private detective might commit, she decides to
engage in a little “self-help discovery.”

Mary goes through all the papers in John’s desk which is in the family study, and she
finds some unfamiliar bank statements, reflecting charges on a credit card she didn’t know
John had. She also finds a little black book that appears to have passwords for on-line
accounts. Armed with this information, she decides to find whatever she can on the various

computers in the home.

* Laura W. Morgan is the owner and operator of Family Law Consulting in
Charlottesville, Virginia, which provides research and writing services to family law
attorneys nationwide.

! See Laura W. Morgan, Liability of An Attorney or Spouse for Torts Committed by a
Private Detective, 11 DIVORCE LITIG. 247 (1999).



First, Mary boots up the computer both sfl\e and John have used since they
purchased it. She looks at all the directories on Windows, but she finds nothing that would
pique her interest. She logs onto John's e-mail by trying every password she found in
John's little black book until one works. There she finds numerous e-mails to and from
Susan, one of John's co-workers; the e-mails are intimate and of an obviously romantic
nature. Using John's littie black book of passwords, she also finds an internet-based e-mail
account in John’s name on Hushmail.?

Mary is furious. She goes onto the internet, and using the words “catch your
cheating spouse” finds E-blaster, a software program which promises to “capture their
incoming and outgoing email, chats and instant messages - then immediately forward you
an exact copy.”

A few weeks later, after Mary has received via her own Hotmail address numerous

2 hitp:/iwww.hushmail.com/ (last visited February 28, 2007). Similar web-based e-
mail systems include Hotmail, Gmail, and Yahoo! mail. Unlike e-mail programs such as
Outlook, Pegasus, or Thunderbird, which downloads e-mail from the server to the user's
computer, with web-based e-mail reaches the server, it is stored and viewed on the server.
As described by one authority, "Web-based e-mail systems such as Gmail, Hotmail, and
Yahoo e-mail, [are] where people's e-mail remains stored at the server and not deleted
after it is read.” Daniel J. Solove, Fourth Amendment Codification and Professor Kerr's
Misguided Call for Judicial Deference, 74 Fordham L. Rev. 747 (2005). The obvious
advantage of webmail is that e-mail can be accessed from any computer, anywhere in the
world, so long as the computer has internet access. See Free Web-Based E-mail Services,
at http:// www.emailaddresses.com/email_webl.htm (last visited March 3, 2006) (providing
lengthy list of free web-based e-mail services around the world).

3 http://www.spectorsoft.com/products/eBlaster_Windows/index.html (last visited
February 28, 2007).

E-Blaster has the capability of monitoring computer keystrokes, including passwords
and deleted words, and can either store the information on the computer for later retrieval
or send it to a remote site, another computer.
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e-mails sent by John to Susan, Mary decides to take the family computer to a forensic
computer firm. The firm makes a copy of the hard-drive, and gives Mary a copy of all the e-
mails and the documents stored on the hard-drive in the alternate data stream® which
reflect John's Swiss bank account numbers.

Mary decides that enough is enough. She goes back home, picks up John’s laptop
which he uses mostly for work but also for pleasure (he takes it on family vacations), and
brings the laptop to the forensic computer firm for analysis. She then goes to a divorce
lawyer with all the e-mails and documents she has gathered.

Just how much trouble, if any, is Mary in?

ll. THE FEDERAL LAW FRAMEWORK

A. Title Il of the Omnibus Crime Control and Safe Streets Act of 1968: The Wiretap Act

* Alternate Data Streamn (ADS) is the ability to fork file data into existing files
without affecting their functionality, size, or display to traditional file browsing utilities like dir
or Windows Explorer.



In 1968, Congress enacted the first comprehensive federal statute regulating the
surveillance of oral conversations: Title Ill of the Omnibus Crime Control and Safe Street
Acts of 1968. This was commonly referred to as The Wiretap Act or Title .

The Wiretap Act was enacted for the purpose of protecting private individuals
against wiretapping in domestic disputes and to protect against various forms of
wiretapping in the business sector.? “The extension of The Wiretap Act's prohibition against
intercepting conversations to ‘any person,’ by providing for minimal liquidated damages, a
strong exclusionary rule, and the right to recover attorneys' fees and court costs for all

violations, reflected concern for protecting conversational privacy in the private sphere.”"

% 28 U.S.C. § 2510 et seq. (2000). See James G. Carr & Patricia L. Bellia, THE LAW
OF ELECTRONIC SURVEILLANCE (West 2001).

® Richard Turkington, Protection for Invasions of Conversational and

Communication Privacy by Electronic Surveillance in Family, Marriage, and Domestic
Disputes under Federal and State Wiretap and Store Communications Acts and the
Common Law Privacy Intrusion Tort, 82 NeB. L. REv. 693, 702 (2004).
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The 1968 Act prohibited the interception of “wire or oral” communications unless one
party to the communication consented to the interception.® The original 1968 Wiretap Act
restricted "wire communications” to those transmitted by telephone companies licensed by
the FCC,9 while "oral communications” were those that take place face-to-face.

B. The Electronic Communications Privacy Act: The Amended Wiretap Act and the Stored
Communications Act.

As new methods of communication became increasingly commonplace, such as
cellular phones, cordless phones and electronic communications transmitted in digital form,
Congress amended the Wiretap Act with the Electronic Communications and Privacy Act of
1986 (ECPA) to also prohibit the intentional interception of electronic communications. '

Congress also to address other privacy concerns in new technologies.

8 18 U.S.C. §§ 2511(2)(c)-(d) (2000).
® Wiretap Act, tit. Ill, § 2510, 82 Stat. 197 (1968).
19400 Stat. 1848 (1986).



Briefly, the ECPA is divided into three titles."" Title | is the former Wiretap Act. The
ECPA amended the Wiretap Act by, inter alia, adding the word "electronic" to the types of
communications protected from interception,12 as well as by amending the definition of
interception to include more than just aural forms of intercep’tion.13 Title |l of the ECPA,
generally referred to as the Stored Communications Act," is an entirely new title that
prohibits anyone but an authorized user from accessing stored electronic communications,
including e-mail and voice mail."®

Thus, the ECPA Amendments now divide the former Wiretap Act into Title |, Il, and
lNl. The former Title Ill of the Omnibus Crime Control and Safe Streets Act is now Title | of
the ECPA. Title | of the ECPA now regulates the interception of any conversation, including
electronic conversations. Title Il of the ECPA regulates access to stored e-mail, fax
communications, and voicemail.

1. The Wiretap Act under Title | of ECPA

Title | of ECPA, the amended Wiretap Act, "prohibits the intentional interception of
wire, oral or electronic communications and the intentional disclosure of the contents . . . by

one knowing or having reason to know that the information was obtained through an

"' Title Il of the ECPA regulates call-tracing devices such as caller ID and pen
registers. This title is not relevant to the present discussion and will not be examined.

2 18 U.S.C. § 2511(1) (2000). See Committee on the Judiciary, The Electronic
Communications Privacy Act of 1986, H.R. Rep. No. 99-647, at 2 (1986).

3 18 U.S.C. § 2510(4) (2000).
4 18 U.S.C. §§ 2701-2711 (2000).

The Stored Communications Act was amended by the USA PATRIOT Act, but the
amendments concern government monitoring of e-mail.
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interception that violates the act. . . . [The] ECPA amended the Wiretap Act by extending to
data and electronic transmissions the same protection already afforded to oral and wire
communications."'® This Act now provides a private right of action “against one who
intentionally intercepts, [or] endeavors to intercept ... any wire, oral, or electronic

communication.""’

'8 Fischer v. Mt. Olive Lutheran Church, Inc., 207 F. Supp. 2d 914, 922 (W.D. Wis.
2002).
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To violate the Wiretap Act provisions of the ECPA with regard to e-mail on a
computer, the acquisition of the communication must occur during the transmission, not
after the e-mail is received and stored on the computer.18 In one of the first cases to
address the issue, Steve Jackson Games, Inc. v. U.S. Secret Service," the Fifth Circuit
held that once an e-mail has reached any sort of electronic storage, itis no longer capable
of being intercepted, as defined by the Wiretap Act, and so any access is subject only to
the Stored Communications Act. The Ninth Circuit, in Konop v. Hawaiian Airlines,”® initially
held that "the Wiretap Act protects electronic communications from interception when
stored to the same extent as when in transit."?! The court, however, subsequently withdrew
that opinion, issuing a revised opinion that accords with the analysis in Steve Jackson
Games.? Other cases that have addressed the issue are in agreement: once e-mail is

stored, there is no “interception” within the meaning of the Wiretap Act.?* The only remedy

®  See generally Michael D. Roundy, Note, The Wiretap Act-Reconcilable

Differences: A Framework for Determining The "Interception" of Electronic Communications
Following United States v. Councilman's Rejection of the Storage/Transit Dichotomy, 28 W.
New Eng. L. Rev. 403 (20086).

9 36 F.3d 457, 461-64 (5th Cir. 1994).
20 236 F.3d 1035 (9th Cir. 2001).
21 236 F.3d at 1046.

22 Konop v. Hawaiian Airlines, 302 F.3d 868, 878 (9th Cir. 2002), cert. denied, 537
U.S. 1193, 123 S.Ct. 1292 (2003) (“We therefore hold that for a website such as Konop's to
be ‘intercepted' in violation of the Wiretap Act, it must be acquired during transmission, not
while it is in electronic storage.").

2 E.g., U.S. v. Councilman, 418 F.3d 67 (1st Cir. 2005); United States v. Steiger,
318 F.3d 1039, 1048-49 (11th Cir.2003), cert. denied, 538 U.S. 1051, 123 S.Ct. 2120
(2003) ("[W1]e hold that a contemporaneous interception--i.e., an acquisition during 'flight'--
is required to implicate the Wiretap Act with respect to electronic communications.");
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for accessing stored e-mails is Title || of ECPA, the Stored Communications Act, and even
that remedy may be unavailing (see discussion below).

The application of these principles to husband and wives looking at e-mail on the
family computer is scant but noteworthy.?* On point to this discussion is Evans v. Evans:®®

In defendant's last argument, she contends the trial court committed
reversible error in overruling timely and continuing objections to the
admission into evidence of intercepted sexually explicit e-mails between
defendant and Dr. Mark Johnson, a Chapel Hill physician. Defendant claims
the e-mails, private communications received from Dr. Johnson, were illegally
intercepted pursuant to 18 U.S.C. § 2511(1)(c) and (d) (2000), which
prohibits the disclosure or use of any electronic communication that was
intercepted in violation of the Electronic Communications Privacy Act
(ECPA). However, most courts examining this issue have determined that
interception "under the ECPA must occur contemporaneously with
transmission." Fraserv. Nationwide Mut. Ins. Co., 352 F.3d 107, 113 (3d Cir.,
2003). Here, the e-mails were stored on, and recovered from, the hard drive
of the family computer. The e-mails were not intercepted at the time of
transmission. Therefore, we hold the trial court did not admit the evidence in
violation of the ECPA.%®

Wesley College v. Pitts, 974 F. Supp. 375 (D. Del.1997), summarily aff'd, 172 F.3d 861 (3d
Cir.1998); Garrity v. John Hancock Mut. Life Ins. Co., No. 00-12143-RWZ, 2002 U.S. Dist.
LEXIS 8343, at *8 (D. Mass. May 7, 2002) (Electronic Communications Privacy Act
"requires that the acquisition of electronic communications occur during transmission");
Fraser v. Nationwide Mut. Ins. Co., 135 F. Supp. 2d 623, 635 (E.D. Pa. 2001) (noting that
accessing an e-mail post receipt is not intercepting it and thus does not violate the ECPA
and comparing this post receipt viewing to finding an already opened letter sent via the
U.S. Postal Service on a co-worker's desk and reading it, which would not amount to
interception).

24 For a discussion of the Wiretap Act in relation to more traditional eavesdropping
in matrimonial litigation, see Allan H. Zerman & Cary J. Mogerman, Wiretapping and
Divorce: A Survey and Analysis of the Federal and State Laws Relating to Electronic
Eavesdropping and Their Application in Matrimonial Cases, 12 J. AM. ACAD. MATRIM. LAW
227, 228 (1994).

%5 610 S.E.2d 264 (N.C. App. 2005).
% 610 S.E.2d at 270-71.



Thus, because the e-mails were already in storage, there was no interception during
transmission.

White v. White”” offers a similar lesson. In White, the husband and wife lived in the
same house. The husband occupied the sunroom of the home where the family computer,
television, and stereo were located. The sun room was also the only way to get to the grill
on the deck of the house. As a result, all of the members of the family were in and out of
the room. After the wife discovered a letter from the husband to his girifriend, allegedly in
plain view, she hired a computer forensic expert to explore the hard-drive. The expert, at
the wife's direction and without using the husband's password, copied his e-mails that were
stored on the hard drive. The court held there was no violation of the New Jersey Wiretap

Act because the e-mail was not in transmission when it was accessed.

27 781 A.2d 85 (N.J. Super. Ch. Div. 2001).
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